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1) NATURE / GOAL:

2)

4)

5)

6)

3)

To obtain Council’s approval of the Clarence-Rockland Cybersecurity
Strategic Plan

DIRECTIVE/PREVIOUS POLICY :
None

DEPARTMENT’'S RECOMMANDATION :

THAT The Committee of the whole recommends that Council approve
the City of Clarence-Rockland Cybersecurity Strategic Plan, as
recommended in report IMIT-2019-006.

QUE Le comité plénier recommande que le conseil approuve le Plan
stratégique de cybersécurité de la ville de Clarence-Rockland, tel que
recommandé au rapport no. IMIT-2019-006.

BACKGROUND :

The threat to a city such as Clarence-Rockland is growing since smaller
cities are becoming prime targets for cyber attacks due to the often
limited resources available to them for protecting their assets.

Historically, cybersecurity has been very technology centric. In the
modern digital world, every organization needs to have a cybersecurity
strategic plan that addresses multiple areas such as policies,
processes, training as well as the technological aspects.

DISCUSSION :

In order to minimize the City’s risks while optimizing our ability to
protect our assets, a strategic plan has been created that outlines the
various areas we to address in order to ensure we are investing time
and funds effectively and efficiently.

The plan spans 3 years and will include a yearly budget review to
ascertain the funds required to carry out its initiatives.

CONSULTATION :
N/A



7)

8)

9)

10)

11)

12)

RECOMMANDATIONS OR COMMENTS FROM COMMITTEE /
OTHER DEPARTMENTS :
N/A

FINANCIAL IMPACT (expenses/material/etc.):

The administration recommends an addition of $30,000 to the capital
budget to address initial needs. The amount will be for Council’s
consideration in the 2020 budget.

LEGAL IMPLICATIONS :
N/A

RISK MANAGEMENT :
The plan includes a risk management portion for all of its initiatives

STRATEGIC IMPLICATIONS STRATEGIQUES :
This document will eventually be part of the larger IM/IT Strategic plan

SUPPORTING DOCUMENTS:

- City of Clarence-Rockland Cybersecurity Strategic Plan.docx
(detailed plan)

- City of Clarence-Rockland Cybersecurity Startegic plan - Summary
Presentation.PPTX



